UBND TINH DONG NAI CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Poc 1ap - Tw do - Hanh phiic

S6: 3718 /STTTT-CPS DSngNai, ngay0s thang nam 2024

Vv két qué thyc hién D‘ién tap thuc chién
an toan thong tin tinh Pong Nai ndm 2024

Kinh gri: Uy ban nhéan dan tinh.

Thuc hién Ké hoach sé 240/KH-UBND ngay 09/7/2024 cia UBND tinh
Pong Nai vé viéc Dién tap thuc chién bao dam an toan thong tin mang tinh Pong
Nai nam 2024 va vin ban s6 12178/UBND-KGVX ngay 26/9/2024 ctia UBND
tinh vé viéc to chirc cac hoat dong phdi hop giira cac thanh vién Cum mang luéi
tmg ctru sy ¢d s6 7 va B6 Tham muu Quén khu 7. S6 Thong tin va Truyén thong
béo cdo két qua thuc hién nhu sau:

Chuong trinh dién tap thyc chién bao dam an toan thong tin mang tinh Pong
Nai nim 2024 da duoc dién ra tir ngay 04/10/2024 dén ngay 10/ 10/2024. Trong
do, tir ngay 04/10 — 05/10 tap huan cho cac thanh vién Doi tmg clru sy ¢ an toan
thong tin mang tinh Pong Nai cac ky ning, quy trinh tmg ctru su ¢ an toan thong
tin, str dung cac nén tang dam bao an toan thong tin cua By Thong tin va Truyen
thong. Qua theo ddi, cac don vi da tham gia day du va nghiém tac trong sudt thoi
gian tap huan.

Tur 08 gio 00 ngay 06/10 dén 16 gio 00 ngay 09/10/2024 dlen tap thuc chién
theo hinh thirc truc tuyen trén hé thong thuc dang van hanh gom Hé thong Cong
thong tin dién tir tinh Pong Nai; Trang thong tin dién tir va hé thong Quan 1y vin
ban ctia 35 S&, ban nganh va UBND céc huyén, thanh phé dia ban tinh Dong Nai.
Véi sy tham gia cta 12 d6i: 09 Doi Tan cong (Red Team) dén tir Bo Tham muu
Quan khu 7, céc thanh vién Mang ludi tng ciu sy c¢d sé 7, Trung tim
VNCERT/CC, Béi tmg clru su cb an toan thong tin mang tinh Pong Nai; 03 Doi
Phong thu (Blue Team) bao gom: Poi Cong ty ¢6 phan an ninh mang Cyradar
(don vi hién dang trién khai thr nghiém hé thong SOC cho Trung tim tich hop dir
liéu tinh Dong Nai), Poi Trung tAm Cong nghé Théng tin tinh dang van hanh cac
hé thong thong tin cua Trung tdm dit liéu tinh va cac thanh vién ctua Poi tng ctiu
su ¢ an toan thong tin mang cua tinh Déng Nai tai cac S¢, ban, nganh, UBND
cac huyén, thanh phd.

QuaNdiép tap da phat hién dugc: 32 16 hong, trong d6 ¢6 2 16 hong nghiém
trong, 8 10 hong cé tac dong cao, 22 16 hong c6 tdc dong trung binh va thap.

bit biét, trong dot dién tap VNCERT/CC da thuc hién chién dich tan cong
Phishing (T4n cong gia mao thanh mot don vi uy tin dé lira dao ngudi ding cung
cap thong tin ca nhan) ddi tuong 1a can bd cong chirc tai cac co quan ban nganh
cta tinh Dong Nai dang st dung hop thu dién tr mail@dongnai.gov.vn. Két qua:

S6 01, dwong 30/4, Phudng Thanh Binh, thanh phd Bién Hoa, tinh Pong Nai
DT: 0251.3810269 - Website: https://stttt.dongnai.gov.vn



Trong 48 gid thuc hién chién dich c6 trén 2000 mail gia mao duoc giri. Pon vi
van hanh hé thong thu dién tir da phat hién; ngin chin cac tai khoan phat tan email
gia mao va c6 thong bao canh bao dén ngudi dung. Tuy nhién, trong thoi gian d6
da c6 201 luot doc mail; 93 luot truy cap vao dudong dan chtra trang web gia mao;
50 luot nhap mat khau vao trang web gid mao (tai khodn email cua can bd cong
chirc d bi 16 mat khau). Qua theo ddi cac tai khoan da bi 16 mat khau, S Thong
tin va Truyén théng nhin thiy nhiéu tai khoan van sir dung mat khau mic dinh
hoic mat khau don gian nhu vy can bo cong chire khong thuc hién dung céc quy
dinh vé dam bao an toan thong tin ddi véi tai khoan ngudi dung.

Nham tiép tuc ting cuong cong tac dam bao an toan thong tin trén dia ban
tinh, S& Thong tin va Truyén thong kinh bao cio va trinh Uy ban nhan dén tinh
ban hanh van ban chi dao tdng cuong cong tac bao dam an toan thong tin trén dia
ban tinh.

Dinh kem: Dy thdao van ban chi dao tang cuwong cong tac bao dam an toan
thong tin trén dia ban tinh.

Noi nhgn: KT.GIAM POC
- Nhu trén; % PHO GIAM POC

- Ban Giam ddc;
- Luu: VT, CBS. Chuong.

Vo6 Hoang Khai
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